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Synopsis

With Obfuscation, Finn Brunton and Helen Nissenbaum mean to start a revolution. They are calling
us not to the barricades but to our computers, offering us ways to fight today’s pervasive digital
surveillance - the collection of our data by governments, corporations, advertisers, and hackers. To
the toolkit of privacy-protecting techniques and projects they propose adding obfuscation: the
deliberate use of ambiguous, confusing, or misleading information to interfere with surveillance and
data-collection projects. Brunton and Nissenbaum provide tools and a rationale for evasion,
noncompliance, refusal, even sabotage - especially for average users, those of us not in a position
to opt out or exert control over data about ourselves. Obfuscation will teach users to push back,
software developers to keep their user data safe, and policy makers to gather data without misusing
it. Brunton and Nissenbaum present a guide to the forms and formats that obfuscation has taken
and explain how to craft its implementation to suit the goal and the adversary. They describe a
series of historical and contemporary examples, including radar chaff deployed by World War |
pilots, Twitter bots that hobbled the social media strategy of popular protest movements, and
software that can camouflage users’ search queries and stymie online advertising. They go on to
consider obfuscation in more general terms, discussing why obfuscation is necessary, whether it is

justified, how it works, and how it can be integrated with other privacy practices and technologies.
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Customer Reviews

Perhaps the coolest thing about Obfuscation by Finn Brunton and Helen Nissenbaum is the title.



Obfuscation is such a lovely word, illustrating as it does, the very act of obfuscating by using an
unfamiliar word. To obfuscate is to obscure A¢A Aceintended meaning in communication, making
the message confusing, willfully ambiguous, or harder to understandA¢A A (Wikipedia) or

A¢A Aceto make something less clear and harder to understand, especially intentionallyA¢A As
(Cambridge free online dictionary).This book is about ways of obfuscating and why to obfuscate,
particularly in the context of digital collection of personal data and the lack of privacy that
ensues.The first third of the book (Part One) is devoted to examples of obfuscation both in digital
contexts and in other contexts. This is probably the most useful part of the book in that it provides a
catalogue of obfuscatory activities that helps in analysing their nature. Having a set of examples
makes it possible to see patterns in the types of activities, their goals and the resources that need to
be brought to bear.The next third of the book (Part Two) provides an argument for obfuscation as a
legitimate and morally defensible activity, particularly in the context of a world where we are often
A¢A Aceunable to refuse or deny observationA¢A Ae. If people cannot escape being watched in the
digital world, usually by those in positions of power, then individual actions as well as the creation of
tools to obfuscate is a reasonable response. | found the argument for obfuscation convincing, but
then | have long been in the habit of entering bogus phone numbers in those books that must be
signed to gain access to buildings. The discussion of ethics, although the densest part of the book,
is also useful in that it sets out the arguments clearly enough to be followed with a bit of effort.The
authors are both based at New York University. Finn Brunton, on his web page, describes his work
thus: A¢A Acel work on the history and theory of digital media technology, with a focus on adoption:
how computing and networking machinery gets adapted, abused, modified, hacked, and
transformed. | want to understand how we can use digital technologies to build a more equitable,
just, decentralized, experimental and interesting society.A¢A A | like the way he describes the kind
of society that he wants to build. | could buy into that. Helen Nissenbaum has an illustrious profile
and her own Wikipedia entry, with research focused on security and privacy in the online world.
What | learned from trawling her profile is that her undergraduate degrees are from the University of
the Witwatersrand in Johannesburg, where | work.What | particularly like (being an academic) is that
almost one third of the book (the last third) is taken up with endnotes A¢A A lots of lovely links to
explore the details of each example, and the arguments presented. | will have fun exploring some of
those. | plan to use the book with my MasterA¢A A™s class in 2016 since a discussion of privacy
issues forms part of the Trends in Information Systems course which | teach. | think it will be a good
starting point from which to explore.My one disappointment with the book is that | was hoping for

more direct advice to me as an individual as to which obfuscating activities | can, or ought to, take



part in. The book is actually aimed more at someone designing software or some other
A¢A AceprogramAg¢A A- of resistance. The opening line promises to A¢A Acestart a
revolutionA¢A Ae. | was left eager to join the barricades, but not quite sure where to find them.

Perhaps an individualA¢A A™s guide will follow?

| bought this book really wanting to love it, and luckily | did.Overall it is a light and breezy read, less
than 100 pages in length. The arguments the book presents are straightforward, and while often
boiling down to "It depends", the authors do make a good effort to explain what it depends upon.
The language used in the book is clear and accessible, not requiring frequent trips to the dictionary.
The sadness at quickly arriving at the book’s end is offset by the wealth of endnotes and a
bibliography that should keep me engaged in the topic for some time.As a call to arms, it might be
faulted being a bit meek. But then again, it is about attempting to address an imbalance of power

and a lack of polemic maybe it’s strength.

This book is an interesting read covering an approach to protecting personal privacy that isn’t often
discussed. Obfuscation is the act of polluting the data collected such that the collector cannot know
which data is correct, and which is bogus. For personal privacy its a way to stop organizations that
you interact with from knowing about you e.g. what you are searching about, which web sites you
interact with and so on.| found the topic very interesting and worth exploring. However, | did find the
writing style a little too wordy and it was laborious to work through the book. Hence my rating of 4

stars.
| would have given 5 stars, but some of the content was too verbose and academic. It was
challenging to parse the language at times. But | highly recommended this book especially to

technologists and legalists interested in improving privacy in the digital age

Author does a great job writing this book in a way that anyone can understand the concepts that are

being presented.

Ok read, just the start | wanted.

Raised some interesting & thought provoking points.Very good read.
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